
Locational Privacy  

 “The ability of an individual to move in public space with the expectation that under 

normal circumstances their location will not be systematically and secretly recorded for 

later use” is called locational privacy (Electronic Frontier Foundation).  Privacy 

advocates are concerned that data concerning our timestamped locations can be 

collected pervasively and combined with other data sources build location databases for 

more than marketing purposes.   

With today’s communications technology, many of us traverse with at least one 

electronic device transmitting our position. Throughout each day, data identifying our 

location and movements with timestamps are continuously processed from cell phone 

towers, GPS enabled phones, and cars that monitor our driving environment.  Overtly, 

our movements can be tracked using images from cameras combined with facial-

recognition software.  Pictures taken with a GPS enabled device (e.g., a smart phone) 

embed the GPS location in the file; thus, if a picture of your home is posted on the Web, 

people may download the file and know where you live.  Additional details of our travels, 

interests, and activities are collected when we make purchases with plastic cards or use 

ATMs. Unfortunately, we can find current articles about illegal methods hackers use to 

capture this data. Our financial institutions process this transaction data to validate the 

user and verify the availability of funds before providing the service requested.  Note 

that it has become a requirement that our financial institutions scan transaction requests 

for suspicious patterns or activities to assist in blocking various fraud attempts.  

There are many free smart phone applications (apps) available to locate nearby 

facilities such as restaurants, motels, or gas stations, based on the user’s present 

location.  Obviously, an app cannot direct a user to a selected destination unless it has 

the user’s present position, but a collection of location data could be analyzed to reveal 

personal demographics, timestamped locations, interests, and activities concerning the 

user’s private life.  Frequently, the app’s service analyzes the user’s location and 

choices to better serve the user with customized contextual advertising.   

In some cases, data retention is required by law, but encryption of location data is a 

possible solution to the misuse of locational data.  Basically, an encryption process 

takes plain text and applies an algorithm using a secret key to scramble the text to such 

a degree that the effort needed to decrypt the message without knowing the key would 

render the data’s content not worth the time and effort that would be expended to solve 

the decryption process. This scenario would represent a data security system similar to 

those used in our financial systems. 

Once an organization or individual sets up a database to import location data from 

multiple sources, it is possible that intrusive queries similar to these could be answered. 



 Did a specific person attend a union meeting last month?  

 Did a specific person visit an abortion clinic? 

 How long was a specific person in the Little Rock office? 

 Did a specific person attend the training sessions during the conference?  

 Does a specific person attend a church on Sundays? 

 What is a specific family’s address and when are they not at home?  

 How often does a specific person visit the casinos?    

 Does a specific person’s wife shop at Big Lots or Chico’s? 

Until recently, data to answer these types of questions involved expensive, time-

intensive, manual-based research (e.g., hiring a private detective to follow someone).  

In some instances, data to support these queries may be acquired from Web-based 

organizations that market data set services; although, their methodology for data 

acquisition is propriety.  The Electronic Frontier Foundation presents a tactic to address 

this problem. They “advocate that the law protect this information by requiring police to 

get a search warrant before obtaining this sensitive data…ensure that location-based 

service providers don’t abuse the information they collect on their customers, or hand-it-

off to other companies or the police without consent or probable cause” and to consider 

encryption of location data.  Most privacy advocates feel that the benefits of location-

based digital services are rapidly expanding, but a means of securing this data is 

needed to protect our locational privacy and to prevent its exploitation for commercial 

use. 

 


